
Author-Vaibhav Sahu 

 CI/CD GUIDE 
 

1 
 

CI/CD FOR QA ENGINEERS 

Complete Guide from Testing Perspective 

Jenkins | GitLab CI | GitHub Actions | Azure DevOps 

             Comprehensive Edition |   Practical Examples |      Real-World Pipelines 

TABLE OF CONTENTS 
Part 1: CI/CD Fundamentals for QA .................................................. 3 

Part 2: Jenkins - Complete Guide .................................................. 10 

Part 3: GitLab CI/CD .................................................. 25 

Part 4: GitHub Actions .................................................. 35 

Part 5: Azure DevOps Pipelines .................................................. 42 

Part 6: Test Automation Integration .................................................. 50 

Part 7: Best Practices & Troubleshooting .................................................. 60 

Part 8: Real-World Pipeline Examples .................................................. 68 

Appendix A: Jenkins Cheat Sheet .................................................. 75 

Appendix B: Common Issues & Solutions .................................................. 78 

  



Author-Vaibhav Sahu 

 CI/CD GUIDE 
 

2 
 

PART 1: CI/CD FUNDAMENTALS FOR QA 
Continuous Integration and Continuous Deployment (CI/CD) has transformed how software is tested and 

delivered. For QA engineers, understanding CI/CD is no longer optional—it's essential. 

1.1 What is CI/CD? 

Continuous Integration (CI): 

• Developers merge code to main branch multiple times per day 

• Each merge triggers automated build and test process 

• Quick feedback on code quality and bugs 

• Prevents "integration hell" at the end of sprint 

• Goal: Detect problems early when they're easier to fix 

Continuous Delivery (CD): 

• Code is always in deployable state 

• Automated testing ensures quality 

• Manual approval gate before production 

• Reduces risk of deployment failures 

• Goal: Release whenever business is ready 

Continuous Deployment (CD): 

• Every change that passes tests goes to production automatically 

• No manual approval needed 

• Requires very high test automation coverage (80%+) 

• Fast feedback from real users 

• Goal: Fastest time to market 

1.2 Why CI/CD Matters for QA 

Traditional Testing (Before CI/CD): 

Problem Impact 

Testing happens at end of sprint Bugs found too late, expensive to fix 

Manual test execution Slow, error-prone, bottleneck 

Environment setup delays Testers waiting for environments 

Integration issues found late Last-minute firefighting, stress 

 

Modern Testing (With CI/CD): 

Solution Benefit 

Tests run on every commit Immediate feedback, bugs caught early 

Automated test execution Fast, reliable, 24/7 testing 

Automated environment provisioning Tests start immediately 

Continuous integration testing Problems detected within minutes 
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1.3 CI/CD Pipeline Stages (Testing Perspective) 

A typical CI/CD pipeline from QA perspective: 

1. Source Code Checkout 

Pipeline pulls latest code from Git repository 

▶ QA Role: Ensure test scripts are version-controlled 

2. Build Stage 

Compile code, resolve dependencies 

▶ QA Role: Build test automation projects 

3. Unit Tests 

Developer-written tests, very fast (seconds) 

▶ QA Role: Monitor coverage, review critical unit tests 

4. Static Code Analysis 

SonarQube, Checkmarx for code quality 

▶ QA Role: Review security and quality issues 

5. Integration Tests 

API tests, component integration 

▶ QA Role: Own and maintain these tests 

6. Build Artifact 

Create deployable package (JAR, WAR, Docker image) 

▶ QA Role: Verify artifact versioning 

7. Deploy to Test Environment 

Automated deployment to QA/Staging 

▶ QA Role: Verify deployment success 

8. Smoke Tests 

Quick sanity checks (5-10 mins) 

▶ QA Role: Design and maintain smoke suite 

9. Regression Tests 

Full automated test suite (30-120 mins) 

▶ QA Role: Own automation framework and scripts 

10. Performance Tests 

Load testing (if applicable) 

▶ QA Role: Design performance benchmarks 

11. Security Tests 

OWASP ZAP, vulnerability scanning 

▶ QA Role: Configure security test tools 
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12. Deploy to Production 

Automated or manual approval 

▶ QA Role: Sign-off based on test results 

13. Post-Deployment Tests 

Production smoke tests, monitoring 

▶ QA Role: Monitor production health 
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1.4 Key CI/CD Tools Comparison 

Tool Type Best For Complexity Cost 

Jenkins Self-hosted Flexibility, large 
teams 

High Free (hosting cost) 

GitLab CI Built-in to GitLab GitLab users, 
simplicity 

Medium Free tier available 

GitHub Actions Built-in to GitHub GitHub users, easy 
setup 

Low Free tier (2000 
mins) 

Azure DevOps Cloud/Self-hosted Microsoft stack Medium Free tier available 

CircleCI Cloud Docker-first 
projects 

Low Free tier (6000 
mins) 

 

1.5 QA Engineer's CI/CD Responsibilities 

✓ Design Test Strategy: What tests run at which stage, coverage targets 

✓ Build Test Automation: Selenium, API, performance test scripts 

✓ Integrate Tests with Pipeline: Configure Jenkins jobs, GitLab CI YAML 

✓ Maintain Test Infrastructure: Selenium Grid, test data, environments 

✓ Monitor Test Results: Analyze failures, reduce flakiness 

✓ Report Quality Metrics: Pass rates, coverage, trends over time 

✓ Optimize Pipeline Speed: Parallel execution, smart test selection 

✓ Ensure Test Data Management: Test data setup/teardown automation 
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PART 2: JENKINS - COMPLETE GUIDE 
Jenkins is the most popular open-source CI/CD tool. It's highly extensible with 1500+ plugins and can 

automate almost any task. This section covers Jenkins from a QA perspective. 

2.1 Jenkins Installation & Setup 

Installation Options: 

Docker (Recommended for Practice) 

docker run -p 8080:8080 -p 50000:50000 jenkins/jenkins:lts 

Note: Quick setup, isolated environment 

 

Ubuntu/Linux 

wget -q -O - https://pkg.jenkins.io/debian/jenkins.io.key | sudo apt-key add - 

sudo apt-get update 

sudo apt-get install jenkins 

Note: Production-grade, requires server 

 

Windows 

Download jenkins.msi from jenkins.io, run installer 

Note: Easy for Windows users 

 

Kubernetes 

helm install jenkins jenkins/jenkins 

Note: For cloud-native setups 

 

Initial Setup Steps: 

1. Access Jenkins at http://localhost:8080 

2. Get initial admin password from /var/jenkins_home/secrets/initialAdminPassword 

3. Install suggested plugins (or select custom) 

4. Create first admin user 

5. Configure Jenkins URL 

6. Install additional plugins for testing (see next section) 

2.2 Essential Jenkins Plugins for QA 

Plugin Name Purpose Installation 
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Git Plugin Integrate with Git repositories Usually pre-installed 

Pipeline Plugin Define pipelines as code Usually pre-installed 

JUnit Plugin Publish JUnit test results Usually pre-installed 

HTML Publisher Publish HTML reports (Extent, 
Allure) 

Manage Plugins → Available 

Email Extension Send detailed email notifications Manage Plugins → Available 

Slack Notification Send notifications to Slack Manage Plugins → Available 

Maven Integration Build Maven projects Manage Plugins → Available 

Gradle Plugin Build Gradle projects Manage Plugins → Available 

Docker Plugin Build and push Docker images Manage Plugins → Available 

Selenium Plugin Selenium Grid integration Manage Plugins → Available 

Performance Plugin Publish performance test results Manage Plugins → Available 

OWASP Dependency Check Security vulnerability scanning Manage Plugins → Available 

Blue Ocean Modern UI for pipelines Manage Plugins → Available 

Parameterized Trigger Pass parameters between jobs Manage Plugins → Available 

   

 

2.3 Jenkins Job Types for Testing 

Freestyle Project 

Basic job type with GUI configuration 

✓ Good for: Simple test execution, learning Jenkins 

Example: Example: Run Selenium tests on button click 

Pipeline 

Define job using Groovy script (Jenkinsfile) 

✓ Good for: Complex workflows, version control 

Example: Example: Multi-stage test pipeline with approvals 

Multibranch Pipeline 

Automatically creates pipeline for each Git branch 

✓ Good for: Feature branch testing, pull requests 

Example: Example: Test every feature branch automatically 

Organization Folder 

Scan entire GitHub/GitLab organization 

✓ Good for: Multiple repos, enterprise setups 

Example: Example: Auto-discover all team repositories 
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2.4 Creating Your First Test Job (Freestyle) 

Step-by-Step Guide: 

7. 1. Click "New Item" → Enter name "Selenium-Smoke-Tests" → Select "Freestyle project" 

8. 2. Under "Source Code Management": Select Git, enter repository URL 

9. 3. Add credentials if private repo (Username/Password or SSH key) 

10. 4. Under "Build Triggers": Select "Poll SCM" with schedule "H/15 * * * *" (every 15 mins) 

11. 5. Under "Build Environment": Select "Delete workspace before build starts" 

12. 6. Under "Build": Click "Add build step" → "Execute shell" (Linux) or "Execute Windows batch" 

(Windows) 

13. 7. In command box, enter test execution command (see example below) 

14. 8. Under "Post-build Actions": Add "Publish JUnit test result report" 

15. 9. Test report XMLs: **/target/surefire-reports/*.xml 

16. 10. Add "Email Notification" with recipient emails 

17. 11. Click "Save" 

Example Build Command (Maven Project): 

# Clean previous builds 

mvn clean 

 

# Run tests with specific tags 

mvn test -Dsurefire.suiteXmlFiles=testng-smoke.xml 

 

# Alternative: Run specific test class 

# mvn test -Dtest=SmokeTestSuite 

Example Build Command (Python + Pytest): 

# Install dependencies 

pip install -r requirements.txt 

 

# Run smoke tests 

pytest -v -m smoke --html=report.html --self-contained-html 

 

# Generate JUnit XML for Jenkins 

pytest -v -m smoke --junitxml=test-results.xml 
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2.5 Jenkins Pipeline (Declarative) 

Pipelines are the modern way to define Jenkins jobs. Everything is code (Jenkinsfile), version-controlled, 

and supports complex workflows. 

Basic Pipeline Structure: 

pipeline { 

    agent any 

     

    stages { 

        stage('Build') { 

            steps { 

                echo 'Building...' 

            } 

        } 

         

        stage('Test') { 

            steps { 

                echo 'Testing...' 

            } 

        } 

         

        stage('Deploy') { 

            steps { 

                echo 'Deploying...' 

            } 

        } 

    } 

} 

Complete Testing Pipeline Example: 

pipeline { 

    agent any 

     

    environment { 

        MAVEN_HOME = '/usr/share/maven' 

        TEST_ENV = 'staging' 

    } 

     

    parameters { 

        choice(name: 'BROWSER', choices: ['chrome', 'firefox', 'edge'], description: 

'Browser for tests') 

        string(name: 'TEST_SUITE', defaultValue: 'smoke', description: 'Test suite to 

run') 

    } 

     

    stages { 

        stage('Checkout') { 

            steps { 

                git branch: 'main', url: 'https://github.com/yourrepo/tests.git' 

            } 

        } 

         

        stage('Build') { 
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            steps { 

                sh 'mvn clean compile' 

            } 

        } 

         

        stage('Unit Tests') { 

            steps { 

                sh 'mvn test -Dtest=*UnitTest' 

            } 

        } 

         

        stage('Integration Tests') { 

            steps { 

                sh 'mvn test -Dtest=*IntegrationTest' 

            } 

        } 

         

        stage('UI Tests') { 

            steps { 

                sh "mvn test -Dbrowser=${params.BROWSER} -Dsuite=${params.TEST_SUITE}" 

            } 

        } 

         

        stage('Generate Reports') { 

            steps { 

                junit '**/target/surefire-reports/*.xml' 

                publishHTML([ 

                    reportDir: 'target/extent-reports', 

                    reportFiles: 'ExtentReport.html', 

                    reportName: 'Test Report' 

                ]) 

            } 

        } 

    } 

     

    post { 

        always { 

            echo 'Cleaning up...' 

            cleanWs() 

        } 

         

        success { 

            emailext ( 

                subject: "Tests Passed: ${env.JOB_NAME} #${env.BUILD_NUMBER}", 

                body: "All tests passed successfully!", 

                to: 'qa-team@company.com' 

            ) 

        } 

         

        failure { 

            emailext ( 

                subject: "Tests Failed: ${env.JOB_NAME} #${env.BUILD_NUMBER}", 

                body: "Build failed. Check console output.", 

                to: 'qa-team@company.com' 

            ) 

        } 
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    } 

} 
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2.6 Advanced Pipeline Features 

Parallel Test Execution: 

Run tests in parallel to reduce execution time: 

stage('Parallel Tests') { 

    parallel { 

        stage('Chrome Tests') { 

            steps { 

                sh 'mvn test -Dbrowser=chrome' 

            } 

        } 

        stage('Firefox Tests') { 

            steps { 

                sh 'mvn test -Dbrowser=firefox' 

            } 

        } 

        stage('API Tests') { 

            steps { 

                sh 'mvn test -Dtest=*APITest' 

            } 

        } 

    } 

} 

Conditional Stages: 

Run stages based on conditions: 

stage('Performance Tests') { 

    when { 

        branch 'main'  // Only on main branch 

    } 

    steps { 

        sh 'jmeter -n -t performance-test.jmx -l results.jtl' 

    } 

} 

 

stage('Deploy to Production') { 

    when { 

        allOf { 

            branch 'main' 

            expression { currentBuild.result == 'SUCCESS' } 

        } 

    } 

    steps { 

        input message: 'Deploy to production?', ok: 'Deploy' 

        sh './deploy-prod.sh' 

    } 

} 

Docker Integration: 

pipeline { 

    agent { 

        docker { 
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            image 'maven:3.8-openjdk-11' 

            args '-v /root/.m2:/root/.m2'  // Mount Maven cache 

        } 

    } 

     

    stages { 

        stage('Test') { 

            steps { 

                sh 'mvn test' 

            } 

        } 

    } 

} 

Selenium Grid Integration: 

stage('Setup Selenium Grid') { 

    steps { 

        sh 'docker-compose up -d selenium-hub chrome firefox' 

        sleep 10  // Wait for grid to be ready 

    } 

} 

 

stage('Run Tests on Grid') { 

    steps { 

        sh 'mvn test -DremoteWebDriver=http://localhost:4444/wd/hub' 

    } 

} 

 

stage('Teardown Grid') { 

    steps { 

        sh 'docker-compose down' 

    } 

} 
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2.7 Jenkins Pipeline Best Practices 

✓ Use Declarative Pipeline 

Easier to read and write than Scripted pipeline 

      Unless you need complex Groovy logic 

✓ Keep Jenkinsfile in Git 

Version control your pipeline, review changes 

      Store at repository root as "Jenkinsfile" 

✓ Use Shared Libraries 

Reuse common pipeline code across jobs 

      Define once, use everywhere 

✓ Fail Fast 

Run quick tests first (unit, smoke) 

      Save time by catching obvious failures early 

✓ Parallelize When Possible 

Run independent tests concurrently 

      Reduce total pipeline time by 50-70% 

✓ Clean Workspace 

Use cleanWs() to avoid stale files 

      Prevents weird failures from old artifacts 

✓ Use Parameters Wisely 

Make pipelines configurable 

      But don't overdo it - too many params = confusion 

✓ Implement Retry Logic 

Retry flaky tests 1-2 times 

      But fix root cause, don't just retry forever 
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PART 3: GITLAB CI/CD 
GitLab CI/CD is built into GitLab and uses YAML files (.gitlab-ci.yml) to define pipelines. It's simpler than 

Jenkins but very powerful, with excellent Docker integration. 

3.1 GitLab CI/CD Basics 

Key Concepts: 

• .gitlab-ci.yml: Configuration file at repository root 

• Runners: Agents that execute jobs (shared or self-hosted) 

• Pipelines: Collection of jobs organized in stages 

• Jobs: Individual tasks (build, test, deploy) 

• Stages: Groups of jobs that run in parallel 

• Artifacts: Files passed between stages 

Simple .gitlab-ci.yml Example: 

stages: 

  - build 

  - test 

  - deploy 

 

build-job: 

  stage: build 

  script: 

    - echo "Building application..." 

    - mvn clean package 

 

test-job: 

  stage: test 

  script: 

    - echo "Running tests..." 

    - mvn test 

 

deploy-job: 

  stage: deploy 

  script: 

    - echo "Deploying..." 

  when: manual  # Requires manual trigger 

3.2 Complete Testing Pipeline in GitLab 

# Define pipeline stages 

stages: 

  - build 

  - unit-test 

  - integration-test 

  - ui-test 

  - report 

 

# Global variables 

variables: 

  MAVEN_OPTS: "-Dmaven.repo.local=$CI_PROJECT_DIR/.m2/repository" 
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  BROWSER: "chrome" 

 

# Cache Maven dependencies 

cache: 

  paths: 

    - .m2/repository 

 

# Build stage 

build: 

  stage: build 

  image: maven:3.8-openjdk-11 

  script: 

    - mvn clean compile 

  artifacts: 

    paths: 

      - target/ 

    expire_in: 1 hour 

 

# Unit tests 

unit-tests: 

  stage: unit-test 

  image: maven:3.8-openjdk-11 

  script: 

    - mvn test -Dtest=*UnitTest 

  artifacts: 

    when: always 

    reports: 

      junit: 

        - target/surefire-reports/TEST-*.xml 

 

# Integration tests 

integration-tests: 

  stage: integration-test 

  image: maven:3.8-openjdk-11 

  services: 

    - mysql:8 

  variables: 

    MYSQL_ROOT_PASSWORD: root 

    MYSQL_DATABASE: testdb 

  script: 

    - mvn test -Dtest=*IntegrationTest 

  artifacts: 

    when: always 

    reports: 

      junit: 

        - target/surefire-reports/TEST-*.xml 

 

# UI tests - Chrome 

ui-tests-chrome: 

  stage: ui-test 

  image: selenium/standalone-chrome:latest 

  script: 

    - mvn test -Dbrowser=chrome -Dtest=*UITest 

  artifacts: 

    when: always 

    paths: 
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      - target/screenshots/ 

    reports: 

      junit: 

        - target/surefire-reports/TEST-*.xml 

 

# UI tests - Firefox 

ui-tests-firefox: 

  stage: ui-test 

  image: selenium/standalone-firefox:latest 

  script: 

    - mvn test -Dbrowser=firefox -Dtest=*UITest 

  allow_failure: true  # Don't fail pipeline if Firefox tests fail 

 

# Generate test report 

test-report: 

  stage: report 

  image: alpine:latest 

  script: 

    - echo "Test execution completed" 

  when: always 

  artifacts: 

    paths: 

      - target/extent-reports/ 

    expire_in: 30 days 
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3.3 GitLab CI/CD Advanced Features 

Parallel Matrix Builds: 

cross-browser-test: 

  stage: test 

  parallel: 

    matrix: 

      - BROWSER: [chrome, firefox, edge] 

        OS: [linux, windows] 

  script: 

    - mvn test -Dbrowser=$BROWSER -Dos=$OS 

Only/Except Rules: 

# Run only on main branch 

deploy-prod: 

  stage: deploy 

  script: 

    - ./deploy.sh production 

  only: 

    - main 

 

# Run on all branches except main 

deploy-staging: 

  stage: deploy 

  script: 

    - ./deploy.sh staging 

  except: 

    - main 

 

# Run only for merge requests 

code-quality: 

  stage: test 

  script: 

    - sonar-scanner 

  only: 

    - merge_requests 

Scheduled Pipelines: 

In GitLab UI: CI/CD → Schedules → New Schedule 

Example: Run nightly regression tests at 2 AM 

nightly-regression: 

  stage: test 

  script: 

    - mvn test -Dsuite=regression 

  only: 

    - schedules 
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PART 4: GITHUB ACTIONS 
GitHub Actions is the newest CI/CD tool, deeply integrated with GitHub. It uses YAML workflows and has a 

huge marketplace of pre-built actions. 

4.1 GitHub Actions Basics 

Key Concepts: 

• Workflow: Automated process defined in .github/workflows/*.yml 

• Event: Trigger that starts workflow (push, pull_request, schedule) 

• Job: Set of steps that run on same runner 

• Step: Individual task (run command, use action) 

• Action: Reusable unit (from marketplace or custom) 

• Runner: Server that executes jobs (GitHub-hosted or self-hosted) 

4.2 Complete Testing Workflow 

name: CI Testing Pipeline 

 

on: 

  push: 

    branches: [ main, develop ] 

  pull_request: 

    branches: [ main ] 

  schedule: 

    - cron: '0 2 * * *'  # Daily at 2 AM 

 

jobs: 

  unit-tests: 

    runs-on: ubuntu-latest 

     

    steps: 

    - name: Checkout code 

      uses: actions/checkout@v3 

     

    - name: Set up JDK 11 

      uses: actions/setup-java@v3 

      with: 

        java-version: '11' 

        distribution: 'adopt' 

     

    - name: Cache Maven packages 

      uses: actions/cache@v3 

      with: 

        path: ~/.m2 

        key: ${{ runner.os }}-m2-${{ hashFiles('**/pom.xml') }} 

     

    - name: Run unit tests 

      run: mvn test -Dtest=*UnitTest 

     

    - name: Publish test results 

      uses: dorny/test-reporter@v1 

      if: always() 



Author-Vaibhav Sahu 

 CI/CD GUIDE 
 

20 
 

      with: 

        name: Unit Test Results 

        path: target/surefire-reports/*.xml 

        reporter: java-junit 

 

  integration-tests: 

    runs-on: ubuntu-latest 

    needs: unit-tests 

     

    services: 

      mysql: 

        image: mysql:8 

        env: 

          MYSQL_ROOT_PASSWORD: root 

          MYSQL_DATABASE: testdb 

        ports: 

          - 3306:3306 

     

    steps: 

    - uses: actions/checkout@v3 

    - uses: actions/setup-java@v3 

      with: 

        java-version: '11' 

        distribution: 'adopt' 

     

    - name: Run integration tests 

      run: mvn test -Dtest=*IntegrationTest 

 

  ui-tests: 

    runs-on: ubuntu-latest 

    needs: integration-tests 

    strategy: 

      matrix: 

        browser: [chrome, firefox] 

     

    steps: 

    - uses: actions/checkout@v3 

    - uses: actions/setup-java@v3 

      with: 

        java-version: '11' 

        distribution: 'adopt' 

     

    - name: Run UI tests - ${{ matrix.browser }} 

      run: | 

        mvn test -Dbrowser=${{ matrix.browser }} -Dtest=*UITest 

     

    - name: Upload screenshots 

      uses: actions/upload-artifact@v3 

      if: failure() 

      with: 

        name: screenshots-${{ matrix.browser }} 

        path: target/screenshots/ 

 

  notify: 

    runs-on: ubuntu-latest 

    needs: [unit-tests, integration-tests, ui-tests] 
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    if: always() 

     

    steps: 

    - name: Send Slack notification 

      uses: 8398a7/action-slack@v3 

      with: 

        status: ${{ job.status }} 

        text: 'Test pipeline completed!' 

      env: 

        SLACK_WEBHOOK_URL: ${{ secrets.SLACK_WEBHOOK }} 
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PART 5: AZURE DEVOPS PIPELINES 
Azure DevOps is Microsoft's comprehensive DevOps platform. It uses YAML pipelines similar to GitLab and 

GitHub Actions. 

Sample Azure Pipeline (azure-pipelines.yml): 

trigger: 

  - main 

 

pool: 

  vmImage: 'ubuntu-latest' 

 

variables: 

  buildConfiguration: 'Release' 

 

stages: 

- stage: Test 

  jobs: 

  - job: UnitTests 

    steps: 

    - task: Maven@3 

      inputs: 

        mavenPomFile: 'pom.xml' 

        goals: 'test' 

        testResultsFiles: '**/TEST-*.xml' 

     

    - task: PublishTestResults@2 

      inputs: 

        testResultsFormat: 'JUnit' 

        testResultsFiles: '**/TEST-*.xml' 

   

  - job: SeleniumTests 

    steps: 

    - script: | 

        mvn test -Dtest=*UITest 

      displayName: 'Run Selenium Tests' 

     

    - task: PublishTestResults@2 

      condition: always() 

      inputs: 

        testResultsFormat: 'JUnit' 

        testResultsFiles: '**/TEST-*.xml' 

  



Author-Vaibhav Sahu 

 CI/CD GUIDE 
 

23 
 

PART 6: TEST AUTOMATION INTEGRATION 

6.1 Selenium Integration Patterns 

Pattern 1: Selenium with Standalone Chrome: 

# Jenkinsfile 

stage('UI Tests') { 

    steps { 

        sh ''' 

            # Install Chrome 

            wget -q https://dl.google.com/linux/direct/google-chrome-

stable_current_amd64.deb 

            sudo dpkg -i google-chrome-stable_current_amd64.deb 

             

            # Install ChromeDriver 

            wget -q https://chromedriver.storage.googleapis.com/LATEST_RELEASE 

            VERSION=$(cat LATEST_RELEASE) 

            wget -q 

https://chromedriver.storage.googleapis.com/$VERSION/chromedriver_linux64.zip 

            unzip chromedriver_linux64.zip 

            sudo mv chromedriver /usr/local/bin/ 

             

            # Run tests in headless mode 

            mvn test -Dheadless=true 

        ''' 

    } 

} 

Pattern 2: Selenium with Docker (Better): 

# docker-compose.yml 

version: '3' 

services: 

  selenium-hub: 

    image: selenium/hub:latest 

    ports: 

      - "4444:4444" 

   

  chrome: 

    image: selenium/node-chrome:latest 

    depends_on: 

      - selenium-hub 

    environment: 

      - SE_EVENT_BUS_HOST=selenium-hub 

      - SE_EVENT_BUS_PUBLISH_PORT=4442 

      - SE_EVENT_BUS_SUBSCRIBE_PORT=4443 

   

  firefox: 

    image: selenium/node-firefox:latest 

    depends_on: 

      - selenium-hub 

    environment: 

      - SE_EVENT_BUS_HOST=selenium-hub 

      - SE_EVENT_BUS_PUBLISH_PORT=4442 
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      - SE_EVENT_BUS_SUBSCRIBE_PORT=4443 

 

# Jenkinsfile 

stage('Setup Grid') { 

    steps { 

        sh 'docker-compose up -d' 

        sh 'sleep 10'  // Wait for grid 

    } 

} 

 

stage('Run Tests') { 

    steps { 

        sh 'mvn test -DremoteUrl=http://localhost:4444' 

    } 

} 

 

stage('Cleanup') { 

    post { 

        always { 

            sh 'docker-compose down' 

        } 

    } 

} 

6.2 API Testing Integration 

REST Assured with Maven: 

# Jenkinsfile 

stage('API Tests') { 

    steps { 

        sh ''' 

            # Run API tests 

            mvn test -Dtest=*APITest 

             

            # Generate Allure report 

            mvn allure:report 

        ''' 

    } 

} 

 

stage('Publish API Report') { 

    steps { 

        publishHTML([ 

            reportDir: 'target/site/allure-maven-plugin', 

            reportFiles: 'index.html', 

            reportName: 'API Test Report' 

        ]) 

    } 

} 

Postman/Newman Integration: 

# Jenkinsfile 

stage('Postman Tests') { 

    steps { 
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        sh ''' 

            npm install -g newman newman-reporter-htmlextra 

             

            newman run collection.json \ 

                -e environment.json \ 

                --reporters cli,htmlextra \ 

                --reporter-htmlextra-export newman-report.html 

        ''' 

    } 

} 

 

stage('Publish Postman Report') { 

    steps { 

        publishHTML([ 

            reportDir: '.', 

            reportFiles: 'newman-report.html', 

            reportName: 'Postman Test Report' 

        ]) 

    } 

} 
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PART 7: BEST PRACTICES & TROUBLESHOOTING 

7.1 Pipeline Optimization 

  Fail Fast Strategy 

Run quick tests first (unit → integration → UI) 

→ Benefit: Save 70% time on failed builds 

  Parallel Execution 

Run independent tests concurrently 

→ Benefit: Reduce 60-minute suite to 15 minutes 

  Smart Test Selection 

Run only tests affected by code changes 

→ Benefit: Use git diff to identify changed modules 

  Cache Dependencies 

Cache Maven/npm packages between builds 

→ Benefit: Save 2-5 minutes per build 

  Docker Layer Caching 

Reuse unchanged Docker layers 

→ Benefit: Reduce Docker build from 10 mins to 30 secs 

  Incremental Builds 

Build only what changed 

→ Benefit: Significant time savings in large projects 

7.2 Common Issues & Solutions 

Issue Cause Solution 

Tests pass locally, fail in CI Environment differences Use Docker to match 
environments exactly 

Flaky Selenium tests Timing issues, race conditions Use explicit waits, retry logic 

Out of memory errors Large test suite Split into smaller jobs, increase 
heap size 

Network timeouts Slow external APIs Mock external services, increase 
timeout 

Artifacts not found Wrong path configuration Use absolute paths, verify artifact 
creation 

Browser not found Missing browser installation Use Docker images with 
browsers pre-installed 

Build takes too long Sequential execution Parallelize tests, use caching 

Credentials errors Hardcoded passwords Use CI/CD secrets/variables 
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7.3 Security Best Practices 

•     Never commit credentials to Git (use environment variables) 

•     Use CI/CD secrets for sensitive data (API keys, passwords) 

•     Scan dependencies for vulnerabilities (OWASP Dependency Check) 

•     Run security tests in pipeline (OWASP ZAP, SonarQube) 

•     Limit pipeline permissions (principle of least privilege) 

•     Use signed commits and protected branches 

•     Audit pipeline logs regularly 

•     Rotate credentials periodically 
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PART 8: REAL-WORLD PIPELINE EXAMPLES 

8.1 E-commerce Application Pipeline 

// Jenkinsfile for E-commerce Testing 

pipeline { 

    agent any 

     

    stages { 

        stage('Checkout') { 

            steps { 

                checkout scm 

            } 

        } 

         

        stage('Unit Tests') { 

            steps { 

                sh 'mvn test -Dgroups=unit' 

            } 

        } 

         

        stage('Build & Deploy to Staging') { 

            steps { 

                sh 'mvn package' 

                sh './deploy-staging.sh' 

            } 

        } 

         

        stage('API Tests') { 

            steps { 

                sh 'mvn test -Dgroups=api -Denv=staging' 

            } 

        } 

         

        stage('UI Tests - Critical Flows') { 

            parallel { 

                stage('Login Flow') { 

                    steps { 

                        sh 'mvn test -Dtest=LoginTest' 

                    } 

                } 

                stage('Search & Browse') { 

                    steps { 

                        sh 'mvn test -Dtest=SearchTest' 

                    } 

                } 

                stage('Checkout Flow') { 

                    steps { 

                        sh 'mvn test -Dtest=CheckoutTest' 

                    } 

                } 

                stage('Payment Integration') { 

                    steps { 

                        sh 'mvn test -Dtest=PaymentTest' 

                    } 
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                } 

            } 

        } 

         

        stage('Performance Tests') { 

            when { 

                branch 'main' 

            } 

            steps { 

                sh 'jmeter -n -t load-test.jmx -l results.jtl' 

                perfReport sourceDataFiles: 'results.jtl' 

            } 

        } 

         

        stage('Security Scan') { 

            steps { 

                sh 'zap-cli quick-scan http://staging.example.com' 

            } 

        } 

    } 

     

    post { 

        always { 

            junit '**/target/surefire-reports/*.xml' 

            publishHTML([ 

                reportDir: 'target/extent-reports', 

                reportFiles: 'index.html', 

                reportName: 'Test Report' 

            ]) 

        } 

         

        success { 

            slackSend( 

                color: 'good', 

                message: "Tests Passed: ${env.JOB_NAME} #${env.BUILD_NUMBER}" 

            ) 

        } 

         

        failure { 

            slackSend( 

                color: 'danger', 

                message: "Tests Failed: ${env.JOB_NAME} #${env.BUILD_NUMBER}" 

            ) 

        } 

    } 

} 
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APPENDIX A: JENKINS CHEAT SHEET 

Common Pipeline Syntax: 

Task Syntax 

Run shell command sh "command here" 

Set environment variable environment { VAR = "value" } 

Add parameter parameters { string(name: "PARAM") } 

Conditional stage when { branch "main" } 

Parallel stages parallel { stage("A") {...} stage("B") {...} } 

Retry on failure retry(3) { sh "flaky-test" } 

Timeout timeout(time: 30, unit: "MINUTES") {...} 

Archive artifacts archiveArtifacts artifacts: "*.jar" 

Send email emailext to: "team@company.com", subject: "..." 

Clean workspace cleanWs() 

 

APPENDIX B: QUICK COMPARISON TABLE 

Feature Jenkins GitLab CI GitHub Actions Azure DevOps 

Configuration Jenkinsfile 
(Groovy) 

.gitlab-ci.yml .github/workflows/*.yml azure-
pipelines.yml 

Setup Complexity High Low Low Medium 

Self-Hosted 
Option 

Yes (primary) Yes (optional) Yes (optional) Yes (optional) 

Cost Free + hosting Free tier Free 2000 mins Free tier 

Plugin Ecosystem Huge (1500+) Built-in features Marketplace Tasks 
marketplace 

Best For Complex 
pipelines 

GitLab users GitHub users Microsoft stack 

     

 

 

Final Thoughts 

 

CI/CD is not just about automation—it's about building confidence in your releases. As a QA engineer, 

mastering CI/CD makes you invaluable to any development team. Start with simple pipelines, iterate, and 

gradually add sophistication. The key is to make testing a seamless part of development, not a bottleneck. 

 

Remember: A good CI/CD pipeline should be fast, reliable, and informative. If it takes too long, no one will 

run it. If it's flaky, no one will trust it. If it doesn't provide clear feedback, no one will act on it. 

 

Keep learning, keep automating, and keep improving!         
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PART 9: PARALLEL EXECUTION - COMPLETE GUIDE 
Parallel execution is THE most impactful optimization for CI/CD pipelines. It can reduce your pipeline time 

from 60 minutes to 15 minutes or less. This section covers everything about parallel testing. 

9.1 Why Parallel Execution Matters 

The Problem with Sequential Execution: 

Test Suite Time (Sequential) Bottleneck 

Unit Tests (500 tests) 5 minutes CPU bound 

Integration Tests (100 tests) 15 minutes Database I/O 

UI Tests Chrome (50 tests) 25 minutes Browser rendering 

UI Tests Firefox (50 tests) 25 minutes Browser rendering 

TOTAL TIME: 70 minutes        

 

With Parallel Execution: 

Test Suite Time (Parallel) Strategy 

Unit Tests (500 tests) 5 minutes Run first (fail fast) 

Integration + UI Chrome + UI 
Firefox 

25 minutes Run simultaneously on 3 agents 

   

   

TOTAL TIME: 30 minutes   (57% faster!) 

9.2 Types of Parallel Execution 

1. Job-Level Parallelism 

Run completely independent jobs simultaneously 

      Example: Unit tests, Integration tests, UI tests all at once 

✓ Best for: Different test types that don't share resources 

2. Stage-Level Parallelism 

Run multiple stages within same job 

      Example: Test on Chrome, Firefox, Edge browsers simultaneously 

✓ Best for: Same tests on different configurations 

3. Test-Level Parallelism 

Split test suite into multiple threads/processes 

      Example: Run 100 tests across 10 parallel threads (10 tests each) 

✓ Best for: Large test suites that can be split 

4. Matrix Parallelism 

Test across combinations of parameters 
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      Example: 3 browsers × 2 OS = 6 parallel jobs 

✓ Best for: Cross-browser, cross-platform testing 
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9.3 Jenkins Parallel Execution - Complete Examples 

Pattern 1: Parallel Stages (Different Test Types): 

pipeline { 

    agent any 

     

    stages { 

        stage('Parallel Testing') { 

            parallel { 

                stage('Unit Tests') { 

                    agent { label 'linux' } 

                    steps { 

                        sh 'mvn test -Dtest=*UnitTest' 

                    } 

                } 

                 

                stage('Integration Tests') { 

                    agent { label 'linux' } 

                    steps { 

                        sh 'mvn test -Dtest=*IntegrationTest' 

                    } 

                } 

                 

                stage('API Tests') { 

                    agent { label 'linux' } 

                    steps { 

                        sh 'mvn test -Dtest=*APITest' 

                    } 

                } 

                 

                stage('UI Tests - Chrome') { 

                    agent { label 'chrome-node' } 

                    steps { 

                        sh 'mvn test -Dbrowser=chrome -Dtest=*UITest' 

                    } 

                } 

                 

                stage('UI Tests - Firefox') { 

                    agent { label 'firefox-node' } 

                    steps { 

                        sh 'mvn test -Dbrowser=firefox -Dtest=*UITest' 

                    } 

                } 

            } 

        } 

    } 

} 

Pattern 2: Parallel Test Execution (Split Large Suite): 

// Using TestNG parallel execution 

pipeline { 

    agent any 

     

    stages { 
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        stage('Split UI Tests') { 

            parallel { 

                stage('Batch 1 - Login & Auth') { 

                    steps { 

                        sh 'mvn test -DsuiteXmlFile=testng-batch1.xml' 

                    } 

                } 

                 

                stage('Batch 2 - Search & Browse') { 

                    steps { 

                        sh 'mvn test -DsuiteXmlFile=testng-batch2.xml' 

                    } 

                } 

                 

                stage('Batch 3 - Checkout') { 

                    steps { 

                        sh 'mvn test -DsuiteXmlFile=testng-batch3.xml' 

                    } 

                } 

                 

                stage('Batch 4 - Profile & Settings') { 

                    steps { 

                        sh 'mvn test -DsuiteXmlFile=testng-batch4.xml' 

                    } 

                } 

            } 

        } 

    } 

} 

Pattern 3: Matrix Parallelism (Browser × OS): 

pipeline { 

    agent none 

     

    stages { 

        stage('Matrix Tests') { 

            matrix { 

                axes { 

                    axis { 

                        name 'BROWSER' 

                        values 'chrome', 'firefox', 'edge' 

                    } 

                    axis { 

                        name 'OS' 

                        values 'linux', 'windows' 

                    } 

                } 

                 

                stages { 

                    stage('Test') { 

                        agent { label "${OS}" } 

                        steps { 

                            echo "Testing on ${BROWSER} - ${OS}" 

                            sh "mvn test -Dbrowser=${BROWSER} -Dos=${OS}" 

                        } 
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                    } 

                } 

            } 

        } 

    } 

} 

 

// This creates 6 parallel jobs: 

// chrome-linux, chrome-windows 

// firefox-linux, firefox-windows 

// edge-linux, edge-windows 
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9.4 TestNG Parallel Execution Configuration 

TestNG provides built-in parallel execution at multiple levels: 

testng.xml - Method Level Parallelism: 

<!DOCTYPE suite SYSTEM "https://testng.org/testng-1.0.dtd" > 

<suite name="Parallel Suite" parallel="methods" thread-count="5"> 

    <test name="Regression Tests"> 

        <classes> 

            <class name="com.tests.LoginTests"/> 

            <class name="com.tests.SearchTests"/> 

            <class name="com.tests.CheckoutTests"/> 

        </classes> 

    </test> 

</suite> 

 

<!-- Runs all @Test methods in parallel with 5 threads --> 

testng.xml - Class Level Parallelism: 

<suite name="Parallel Suite" parallel="classes" thread-count="3"> 

    <test name="Regression Tests"> 

        <classes> 

            <class name="com.tests.LoginTests"/> 

            <class name="com.tests.SearchTests"/> 

            <class name="com.tests.CheckoutTests"/> 

        </classes> 

    </test> 

</suite> 

 

<!-- Runs each test class in parallel with 3 threads --> 

testng.xml - Test Level Parallelism: 

<suite name="Parallel Suite" parallel="tests" thread-count="2"> 

    <test name="Chrome Tests"> 

        <parameter name="browser" value="chrome"/> 

        <classes> 

            <class name="com.tests.SmokeTests"/> 

        </classes> 

    </test> 

     

    <test name="Firefox Tests"> 

        <parameter name="browser" value="firefox"/> 

        <classes> 

            <class name="com.tests.SmokeTests"/> 

        </classes> 

    </test> 

</suite> 

 

<!-- Runs each <test> tag in parallel --> 

9.5 Selenium Grid for Parallel Execution 

Selenium Grid enables running tests on multiple machines/browsers simultaneously. 
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Docker Compose - Selenium Grid Setup: 

version: '3' 

services: 

  selenium-hub: 

    image: selenium/hub:4.15.0 

    ports: 

      - "4444:4444" 

      - "4442:4442" 

      - "4443:4443" 

    environment: 

      - SE_SESSION_REQUEST_TIMEOUT=300 

      - SE_NODE_SESSION_TIMEOUT=300 

 

  chrome-node-1: 

    image: selenium/node-chrome:4.15.0 

    depends_on: 

      - selenium-hub 

    environment: 

      - SE_EVENT_BUS_HOST=selenium-hub 

      - SE_EVENT_BUS_PUBLISH_PORT=4442 

      - SE_EVENT_BUS_SUBSCRIBE_PORT=4443 

      - SE_NODE_MAX_SESSIONS=3 

    shm_size: 2gb 

 

  chrome-node-2: 

    image: selenium/node-chrome:4.15.0 

    depends_on: 

      - selenium-hub 

    environment: 

      - SE_EVENT_BUS_HOST=selenium-hub 

      - SE_EVENT_BUS_PUBLISH_PORT=4442 

      - SE_EVENT_BUS_SUBSCRIBE_PORT=4443 

      - SE_NODE_MAX_SESSIONS=3 

    shm_size: 2gb 

 

  firefox-node: 

    image: selenium/node-firefox:4.15.0 

    depends_on: 

      - selenium-hub 

    environment: 

      - SE_EVENT_BUS_HOST=selenium-hub 

      - SE_EVENT_BUS_PUBLISH_PORT=4442 

      - SE_EVENT_BUS_SUBSCRIBE_PORT=4443 

      - SE_NODE_MAX_SESSIONS=3 

    shm_size: 2gb 

 

  edge-node: 

    image: selenium/node-edge:4.15.0 

    depends_on: 

      - selenium-hub 

    environment: 

      - SE_EVENT_BUS_HOST=selenium-hub 

      - SE_EVENT_BUS_PUBLISH_PORT=4442 

      - SE_EVENT_BUS_SUBSCRIBE_PORT=4443 

      - SE_NODE_MAX_SESSIONS=3 



Author-Vaibhav Sahu 

 CI/CD GUIDE 
 

38 
 

    shm_size: 2gb 

 

# This setup provides: 

# - 2 Chrome nodes (6 parallel sessions) 

# - 1 Firefox node (3 parallel sessions) 

# - 1 Edge node (3 parallel sessions) 

# Total: 12 parallel test executions! 

Java Code - RemoteWebDriver Configuration: 

// BaseTest.java 

@BeforeMethod 

public void setup() { 

    String gridUrl = System.getProperty("gridUrl", "http://localhost:4444"); 

    String browser = System.getProperty("browser", "chrome"); 

     

    ChromeOptions chromeOptions = new ChromeOptions(); 

    FirefoxOptions firefoxOptions = new FirefoxOptions(); 

    EdgeOptions edgeOptions = new EdgeOptions(); 

     

    try { 

        switch(browser.toLowerCase()) { 

            case "chrome": 

                driver = new RemoteWebDriver(new URL(gridUrl), chromeOptions); 

                break; 

            case "firefox": 

                driver = new RemoteWebDriver(new URL(gridUrl), firefoxOptions); 

                break; 

            case "edge": 

                driver = new RemoteWebDriver(new URL(gridUrl), edgeOptions); 

                break; 

        } 

        driver.manage().timeouts().implicitlyWait(Duration.ofSeconds(10)); 

        driver.manage().window().maximize(); 

    } catch (Exception e) { 

        e.printStackTrace(); 

    } 

} 

 

@AfterMethod 

public void teardown() { 

    if (driver != null) { 

        driver.quit(); 

    } 

} 
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9.6 GitLab CI Parallel Execution 

# .gitlab-ci.yml - Parallel Matrix 

test-parallel: 

  stage: test 

  parallel: 

    matrix: 

      - BROWSER: [chrome, firefox, edge] 

        TEST_SUITE: [smoke, regression] 

  script: 

    - mvn test -Dbrowser=$BROWSER -Dsuite=$TEST_SUITE 

  artifacts: 

    when: always 

    reports: 

      junit: 

        - target/surefire-reports/TEST-*.xml 

 

# This creates 6 parallel jobs: 

# chrome-smoke, chrome-regression 

# firefox-smoke, firefox-regression 

# edge-smoke, edge-regression 

GitLab CI - Splitting Large Test Suite: 

test-split: 

  stage: test 

  parallel: 5  # Split into 5 parallel jobs 

  script: 

    - | 

      # GitLab provides CI_NODE_INDEX (1-5) and CI_NODE_TOTAL (5) 

      # Use these to split tests 

      mvn test -DforkCount=1 \ 

        -DparallelTestsTimeoutInSeconds=300 \ 

        -Dtest.index=$CI_NODE_INDEX \ 

        -Dtest.total=$CI_NODE_TOTAL 

9.7 GitHub Actions Parallel Execution 

name: Parallel Testing 

 

on: [push] 

 

jobs: 

  test: 

    runs-on: ubuntu-latest 

    strategy: 

      matrix: 

        browser: [chrome, firefox, edge] 

        test-suite: [smoke, regression, e2e] 

      fail-fast: false  # Continue even if one combination fails 

      max-parallel: 6   # Run max 6 jobs at once 

     

    steps: 

    - uses: actions/checkout@v3 

     

    - name: Set up JDK 
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      uses: actions/setup-java@v3 

      with: 

        java-version: '11' 

        distribution: 'adopt' 

     

    - name: Run Tests - ${{ matrix.browser }} - ${{ matrix.test-suite }} 

      run: | 

        mvn test -Dbrowser=${{ matrix.browser }} -Dsuite=${{ matrix.test-suite }} 

     

    - name: Upload Results 

      uses: actions/upload-artifact@v3 

      if: always() 

      with: 

        name: test-results-${{ matrix.browser }}-${{ matrix.test-suite }} 

        path: target/surefire-reports/ 

 

# This creates 9 parallel jobs (3 browsers × 3 suites) 
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9.8 Best Practices for Parallel Execution 

✓ Independent Tests 

Tests must not depend on each other or execution order 

→ Use @BeforeMethod for setup, not shared state 

   Anti-pattern: Test1 creates data, Test2 uses it 

✓ Thread-Safe Code 

Use ThreadLocal for WebDriver instances 

→ Avoid static variables that share state 

   Each thread should have its own driver instance 

✓ Resource Management 

Don't overload your CI server 

→ Rule of thumb: Parallel threads ≤ CPU cores × 2 

   Monitor CPU/Memory usage during parallel runs 

✓ Fail Fast Strategy 

Run quick tests before slow tests 

→ Stop execution on critical failures 

   Use failFast: true in matrix builds 

✓ Test Data Isolation 

Each parallel test should use unique test data 

→ Use UUID or timestamp in test data 

   Avoid hardcoded test accounts/data 

✓ Smart Batching 

Group tests by execution time 

→ Put fast tests in one batch, slow in another 

   Balance load across parallel jobs 

9.9 Common Parallel Execution Pitfalls 

Pitfall Problem Solution 

Shared WebDriver Tests interfere with each other Use ThreadLocal<WebDriver> 

Race Conditions Tests compete for same 
resources 

Use unique test data per thread 

Memory Exhaustion Too many parallel threads Limit to CPU_cores × 2 max 

Flaky Tests Tests pass/fail randomly Add proper waits, fix 
synchronization 

Database Locks Tests block each other on DB Use separate DB instances or 
schemas 

Port Conflicts Applications can't start Use dynamic port allocation 
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9.10 ThreadLocal Pattern for WebDriver 

This is CRITICAL for parallel execution: 

public class DriverManager { 

     

    // ThreadLocal ensures each thread gets its own WebDriver instance 

    private static ThreadLocal<WebDriver> driver = new ThreadLocal<>(); 

     

    public static WebDriver getDriver() { 

        return driver.get(); 

    } 

     

    public static void setDriver(WebDriver driverInstance) { 

        driver.set(driverInstance); 

    } 

     

    public static void quitDriver() { 

        if (driver.get() != null) { 

            driver.get().quit(); 

            driver.remove(); 

        } 

    } 

} 

 

// Usage in BaseTest 

@BeforeMethod 

public void setup() { 

    WebDriver driver = new ChromeDriver(); 

    DriverManager.setDriver(driver); 

} 

 

@AfterMethod 

public void teardown() { 

    DriverManager.quitDriver(); 

} 

 

// Usage in Page Objects 

public class LoginPage { 

     

    public void login(String username, String password) { 

        WebDriver driver = DriverManager.getDriver(); 

        driver.findElement(By.id("username")).sendKeys(username); 

        driver.findElement(By.id("password")).sendKeys(password); 

        driver.findElement(By.id("login")).click(); 

    } 

} 
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PART 10: CI/CD INTERVIEW QUESTIONS & ANSWERS 
This section contains 50+ real interview questions for QA positions requiring CI/CD knowledge. Questions 

are organized by difficulty level and include detailed answers. 

10.1 Beginner Level Questions (0-2 Years) 

Q1. What is CI/CD? Explain in simple terms. 

Answer: 

CI/CD stands for Continuous Integration and Continuous Deployment. 

 

Continuous Integration (CI): Developers merge their code changes to a main branch frequently 

(multiple times per day). Each merge triggers an automated build and test process to detect problems 

early. 

 

Continuous Deployment (CD): After passing all tests, code is automatically deployed to production 

without manual intervention. 

 

Example: You write a test script, commit to Git → Jenkins automatically runs all tests → If pass, deploys 

to staging → Then to production. 

 

Benefits: Faster releases, early bug detection, less manual work. 

Q2. What is Jenkins? Why do we use it? 

Answer: 

Jenkins is an open-source automation server used for CI/CD. 

 

Why use Jenkins: 

• Automates repetitive tasks (build, test, deploy) 

• Runs tests automatically on every code commit 

• Provides immediate feedback to developers 

• Supports 1500+ plugins for integration 

• Free and widely used in industry 

 

Example: Instead of manually running tests every time, Jenkins does it automatically when code is 

pushed to Git. 

Q3. What is a Jenkinsfile? 

Answer: 

A Jenkinsfile is a text file containing the definition of a Jenkins Pipeline. 

 

Key points: 

• Written in Groovy language 

• Stored in source code repository (Git) 

• Defines what Jenkins should do (build, test, deploy) 
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• Two types: Declarative and Scripted 

• Version-controlled like code 

 

Example: 

pipeline { 

    agent any 

    stages { 

        stage('Test') { 

            steps { 

                sh 'mvn test' 

            } 

        } 

    } 

} 

Q4. What is the difference between Continuous Delivery and Continuous Deployment? 

Answer: 

 

Continuous Delivery: 

• Code is always ready to deploy 

• Requires manual approval for production 

• Testing is automated, deployment has a gate 

• Example: Tests pass → Deploy to staging automatically → Manual click to deploy to production 

 

Continuous Deployment: 

• Fully automated, no manual approval 

• Every change that passes tests goes to production 

• Requires very high test coverage (80%+) 

• Example: Tests pass → Automatically deploys to production 

 

Key Difference: Manual approval gate in Continuous Delivery, none in Continuous Deployment. 

Q5. How do you integrate Selenium tests with Jenkins? 

Answer: 

 

Steps to integrate: 

1. Install necessary plugins (Maven, JUnit) 

2. Create a new Jenkins job (Freestyle or Pipeline) 

3. Configure Source Code Management (Git repository) 

4. Add build step: Execute shell → "mvn clean test" 

5. Add post-build action: Publish JUnit test results 

6. Configure email notifications 

7. Set build trigger (Poll SCM, webhooks) 
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Jenkins will: 

• Pull latest code from Git 

• Run Maven build 

• Execute Selenium tests 

• Publish test results 

• Send notifications 
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10.2 Intermediate Level Questions (2-5 Years) 

Q6. Explain the difference between Declarative and Scripted Pipeline in Jenkins. 

Answer: 

 

Declarative Pipeline: 

• Newer, simpler syntax 

• Structured format with predefined sections 

• Easier to read and maintain 

• Recommended for most use cases 

• Limited flexibility but sufficient for 90% cases 

 

Example: 

pipeline { 

    agent any 

    stages { 

        stage('Build') { 

            steps { sh 'mvn clean' } 

        } 

    } 

} 

 

Scripted Pipeline: 

• Older, more flexible 

• Based on Groovy scripting 

• More complex, harder to read 

• Use when you need advanced logic 

 

Example: 

node { 

    stage('Build') { 

        sh 'mvn clean' 

    } 

} 

 

Recommendation: Use Declarative unless you need complex Groovy logic. 

Q7. How do you handle parallel test execution in Jenkins? 

Answer: 

 

Multiple approaches: 

 

1. Parallel Stages in Jenkinsfile: 

stage('Parallel Tests') { 
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    parallel { 

        stage('Chrome') { steps { sh 'mvn test -Dbrowser=chrome' } } 

        stage('Firefox') { steps { sh 'mvn test -Dbrowser=firefox' } } 

    } 

} 

 

2. TestNG parallel execution (testng.xml): 

<suite parallel="methods" thread-count="5"> 

 

3. Maven Surefire parallel: 

mvn test -DforkCount=4 -DreuseForks=true 

 

4. Selenium Grid: 

• Run tests on multiple machines/browsers simultaneously 

• Use RemoteWebDriver 

 

Benefits: 60-minute suite can run in 15 minutes with 4x parallelism. 

Q8. What are Jenkins agents/nodes? When would you use them? 

Answer: 

 

Jenkins Agent (Node): A machine that executes Jenkins jobs. 

 

Types: 

1. Master Node: Main Jenkins server, coordinates work 

2. Agent Nodes: Worker machines that run builds/tests 

 

Use Cases: 

• Different operating systems (Windows, Linux, Mac) 

• Different browser configurations 

• Parallel execution across machines 

• Resource isolation 

• Dedicated nodes for heavy tasks 

 

Example: 

agent { label 'linux-chrome' }  // Run on Linux node with Chrome 

 

Benefits: 

• Faster builds through parallelism 

• Test on multiple OS/browsers 

• Prevent master overload 

Q9. How do you publish test reports in Jenkins? 



Author-Vaibhav Sahu 

 CI/CD GUIDE 
 

48 
 

Answer: 

 

Multiple reporting options: 

 

1. JUnit Plugin (for TestNG/JUnit XML): 

junit '**/target/surefire-reports/*.xml' 

 

2. HTML Publisher (for Extent/Allure reports): 

publishHTML([ 

    reportDir: 'target/extent-reports', 

    reportFiles: 'ExtentReport.html', 

    reportName: 'Test Report' 

]) 

 

3. Allure Plugin: 

allure([ 

    results: [[path: 'target/allure-results']] 

]) 

 

4. TestNG Plugin: 

step([$class: 'Publisher', reportFilenamePattern: '**/testng-results.xml']) 

 

Reports show: 

• Pass/Fail status 

• Test execution trends 

• Failed test details 

• Screenshots (if configured) 

Q10. What is a webhook? How is it used in CI/CD? 

Answer: 

 

Webhook: HTTP callback that sends real-time notifications when an event occurs. 

 

In CI/CD context: 

• GitHub/GitLab sends notification to Jenkins when code is pushed 

• Jenkins automatically triggers build/test 

• Faster than polling (checks every X minutes) 

 

Setup: 

1. In GitHub: Settings → Webhooks → Add webhook 

2. Payload URL: http://jenkins-server/github-webhook/ 

3. Trigger: Push events, Pull requests 

4. In Jenkins: Job → Build Triggers → "GitHub hook trigger" 
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Flow: 

Developer pushes code → GitHub webhook → Jenkins triggered → Tests run 

 

Alternative: Poll SCM (checks Git every X minutes, slower) 
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10.3 Advanced Level Questions (5+ Years) 

Q11. How would you optimize a Jenkins pipeline that takes 2 hours to complete? 

Answer: 

 

Optimization strategies: 

 

1. Parallel Execution (Biggest Impact): 

• Split tests into parallel stages 

• Use multiple agents 

• Can reduce time by 50-70% 

 

2. Fail Fast: 

• Run unit tests first (quick) 

• Stop pipeline on critical failures 

• Don't waste time on UI tests if unit tests fail 

 

3. Caching: 

• Cache Maven/npm dependencies 

• Cache Docker layers 

• Saves 5-10 minutes per build 

 

4. Smart Test Selection: 

• Run only tests affected by code changes 

• Use git diff to identify changed modules 

• Full regression only on main branch 

 

5. Optimize Tests: 

• Reduce unnecessary waits 

• Use headless browsers 

• Mock external APIs 

 

6. Infrastructure: 

• More powerful agents 

• SSD storage 

• Better network 

 

Real Example: 

120 mins → 90 mins (caching) → 60 mins (fail fast) → 20 mins (parallel execution) 

Q12. Explain Blue-Green deployment and how testing fits in. 

Answer: 

 

Blue-Green Deployment: 
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Strategy where you maintain two identical production environments (Blue and Green). 

 

Process: 

1. Blue environment: Current production (users accessing) 

2. Green environment: New version deployed 

3. Run smoke tests on Green 

4. If tests pass: Switch traffic from Blue to Green 

5. Blue becomes standby (quick rollback if needed) 

 

Testing Strategy: 

 

Pre-Switch Testing on Green: 

• Smoke tests (critical paths) 

• Integration tests 

• Performance tests (with production data clone) 

• Security scans 

 

Post-Switch Monitoring: 

• Synthetic monitoring tests 

• Error rate monitoring 

• Performance metrics 

 

Benefits: 

• Zero downtime 

• Instant rollback (switch back to Blue) 

• Test on production-like environment 

 

Challenges: 

• Database migrations 

• Increased infrastructure cost (2x environments) 

Q13. How do you handle secrets/credentials in CI/CD pipelines? 

Answer: 

 

NEVER hardcode secrets in code or Jenkinsfile! 

 

Best Practices: 

 

1. Jenkins Credentials Plugin: 

• Store in Jenkins → Credentials → Add 

• Use in pipeline: 

withCredentials([usernamePassword(credentialsId: 'my-creds', usernameVariable: 'USER', 

passwordVariable: 'PASS')]) { 

    sh 'echo $USER' 
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} 

 

2. Environment Variables: 

environment { 

    DB_PASSWORD = credentials('db-password') 

} 

 

3. External Secret Management: 

• HashiCorp Vault 

• AWS Secrets Manager 

• Azure Key Vault 

 

4. Git Secret Scanning: 

• Use tools like git-secrets 

• Pre-commit hooks to prevent accidental commits 

 

5. Masking in Logs: 

• Jenkins automatically masks credentials in console output 

• Be careful with echo/print statements 

 

Security Tips: 

• Rotate credentials regularly 

• Use least privilege principle 

• Audit credential access 

• Never commit .env files 

Q14. What is Docker and how is it used in testing pipelines? 

Answer: 

 

Docker: Platform to run applications in containers (isolated, lightweight environments). 

 

Use Cases in Testing: 

 

1. Consistent Test Environments: 

• Same environment on developer machine, CI, production 

• Eliminates "works on my machine" problems 

 

2. Selenium Grid: 

docker-compose up -d selenium-hub chrome firefox 

• Easy setup, no manual browser installation 

 

3. Database for Integration Tests: 

services: 

  mysql: 
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    image: mysql:8 

    environment: 

      MYSQL_ROOT_PASSWORD: root 

 

4. Parallel Testing: 

• Spin up multiple containers 

• Each runs subset of tests 

• Tear down after tests 

 

5. Testing Different Environments: 

• Test on Java 8, 11, 17 using different images 

 

Jenkins Pipeline Example: 

agent { 

    docker { 

        image 'maven:3.8-openjdk-11' 

    } 

} 

 

Benefits: 

• Fast setup/teardown 

• Isolation 

• Reproducibility 

• Resource efficient 

Q15. How do you implement shift-left testing in CI/CD? 

Answer: 

 

Shift-Left Testing: Move testing earlier in development cycle. 

 

Implementation in CI/CD: 

 

1. Pre-Commit Hooks: 

• Run unit tests before commit 

• Linting, code formatting 

• Static analysis 

 

2. Pull Request Checks: 

• Automated tests run on PR 

• Code review with test coverage 

• Require tests for new code 

 

3. Fast Feedback Loop: 

• Unit tests run in < 5 minutes 
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• Immediate notification on failure 

• Developer fixes before moving forward 

 

4. Test Pyramid in Pipeline: 

Stage 1: Unit tests (thousands, seconds) 

Stage 2: Integration tests (hundreds, minutes) 

Stage 3: UI tests (tens, 10-30 mins) 

Stage 4: E2E tests (few, hours) 

 

5. Static Analysis: 

• SonarQube for code quality 

• Security scanning (OWASP) 

• Dependency vulnerability checks 

 

6. Local Development Testing: 

• Docker compose for local testing 

• Replicate CI environment locally 

 

Benefits: 

• Catch bugs early (cheaper to fix) 

• Faster development cycle 

• Better quality 

 

Metrics: 

• Time to detect defects 

• Pre-production vs post-production bugs 

• Test execution time per stage 
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10.4 Scenario-Based Questions 

Q16. Your Jenkins pipeline fails intermittently. Tests pass 70% of the time, fail 30%. How do you 

debug? 

Answer: 

 

Debugging Approach: 

 

1. Identify Pattern: 

• Which tests fail? Always same or random? 

• Time of day pattern? (resource contention) 

• Specific browser/environment? 

 

2. Common Causes of Flaky Tests: 

 

a) Timing Issues: 

• Insufficient waits (use WebDriverWait, not Thread.sleep) 

• Race conditions 

• Solution: Explicit waits, increase timeout 

 

b) Test Dependencies: 

• Tests depend on execution order 

• Shared test data 

• Solution: Make tests independent, use unique data 

 

c) Environment Issues: 

• Resource exhaustion (CPU, memory) 

• Network connectivity 

• Solution: Monitor resources, add retries for network calls 

 

d) Parallel Execution Issues: 

• Shared WebDriver instance 

• Database conflicts 

• Solution: ThreadLocal WebDriver, separate DB schemas 

 

3. Investigation Steps: 

• Check Jenkins console logs 

• Review screenshots of failures 

• Check system resources during test 

• Run failed test multiple times locally 

 

4. Short-term Fix: 

retry(3) { 

    sh 'mvn test' 
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} 

 

5. Long-term Solution: 

• Fix root cause (proper waits, independence) 

• Track flaky tests in spreadsheet 

• Set goal: <2% flakiness rate 

Q17. You need to test an application that requires database with 1M records. How do you handle 

this in CI/CD? 

Answer: 

 

Challenges: 

• Database setup takes time 

• Large data slows down pipeline 

• Data maintenance is complex 

 

Solutions: 

 

1. Database Snapshot/Restore: 

• Create snapshot of database with 1M records 

• Store as SQL dump or Docker volume 

• Restore before tests (fast) 

 

Jenkinsfile: 

stage('Setup DB') { 

    sh 'docker run -d --name testdb -e MYSQL_ROOT_PASSWORD=root mysql:8' 

    sh 'docker exec testdb mysql -uroot -proot < /data/snapshot.sql' 

} 

 

2. Docker Volume: 

docker-compose.yml: 

services: 

  db: 

    image: mysql:8 

    volumes: 

      - ./db-snapshot:/var/lib/mysql 

 

3. Test Data Generation: 

• Use data generation tools (Faker, Mockaroo) 

• Generate only needed data 

• Store scripts, not data 

 

4. Subset Testing: 

• Full 1M records for performance tests only 
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• Use 10K records for functional tests 

• Mock data for unit tests 

 

5. Caching: 

• Cache Docker volume between builds 

• Reuse same DB container if data unchanged 

 

Best Practice: 

• Keep DB setup < 2 minutes 

• Parallel execution: Each thread gets own DB schema 

• Clean up after tests to save space 

Q18. Production deployment failed. Tests passed in CI/CD. What could have gone wrong? 

Answer: 

 

Common Causes: 

 

1. Environment Differences: 

• Test env: Small dataset, low traffic 

• Production: Large dataset, high traffic 

• Solution: Performance testing with production-like data 

 

2. Configuration Issues: 

• Different config files (test vs prod) 

• Environment variables not set correctly 

• Solution: Configuration management, testing with prod configs 

 

3. External Dependencies: 

• Third-party APIs behave differently 

• Network connectivity issues 

• Solution: Service virtualization, contract testing 

 

4. Data Issues: 

• Production data has edge cases not in test data 

• Data validation failures 

• Solution: Test with production data clones (anonymized) 

 

5. Insufficient Test Coverage: 

• Tests don't cover all scenarios 

• Integration gaps 

• Solution: Increase coverage, exploratory testing 

 

6. Timing/Concurrency: 

• Works with low load, fails with high traffic 
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• Race conditions 

• Solution: Load testing, stress testing 

 

7. Deployment Process Issues: 

• Deployment steps not tested 

• Database migration failures 

• Solution: Test deployment process in staging 

 

Prevention Strategy: 

• Production-like staging environment 

• Smoke tests post-deployment 

• Gradual rollout (canary/blue-green) 

• Monitoring and alerts 

• Quick rollback mechanism 

Q19. Your team wants to reduce test execution time from 4 hours to 1 hour. What's your strategy? 

Answer: 

 

Step-by-Step Optimization Plan: 

 

1. Analyze Current Situation (Week 1): 

• Which tests take longest? (UI tests usually culprit) 

• What's the breakdown? (Unit: 10 mins, Integration: 30 mins, UI: 3 hours 20 mins) 

• Are tests running sequentially or parallel? 

 

2. Quick Wins - Parallel Execution (Week 2): 

• Split UI tests across 4 parallel nodes 

• 3h 20m → 50 mins (4x speedup) 

• Total time now: 1h 30m 

 

3. Optimize Individual Tests (Week 3-4): 

• Use headless browsers (20-30% faster) 

• Reduce unnecessary waits 

• Mock external API calls 

• Estimated: 50m → 35m 

• Total time now: 1h 15m 

 

4. Smart Test Selection (Week 5): 

• Run full suite only on main branch 

• Feature branches: Run only affected tests 

• Use code coverage to identify test scope 

 

5. Test Pyramid Rebalancing (Ongoing): 

• Move some UI tests to API level 
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• API tests 10x faster than UI 

• Example: Instead of UI test for 100 product search combinations, 

  test via API (faster) and UI test just 2-3 cases 

 

6. Infrastructure Improvements: 

• More powerful CI agents 

• SSD storage 

• Better network 

 

Realistic Timeline: 

• Week 2: 4h → 1h 30m (parallel execution) 

• Week 4: 1h 30m → 1h 15m (optimization) 

• Week 8: 1h 15m → 1h (test pyramid changes) 

 

Success Metrics: 

• Test execution time 

• Test coverage maintained 

• Flakiness < 2% 

• Developer satisfaction 

Q20. How do you test microservices architecture in CI/CD pipeline? 

Answer: 

 

Challenges: 

• Multiple services to test 

• Service dependencies 

• Contract compatibility 

• Integration complexity 

 

Testing Strategy: 

 

1. Unit Tests (Per Service): 

• Each microservice has own pipeline 

• Fast, isolated tests 

• Mock dependencies 

 

2. Contract Testing: 

• Use Pact or Spring Cloud Contract 

• Verify API contracts between services 

• Producer publishes contract 

• Consumer verifies contract 

 

Example: 

Order Service (Consumer) expects User Service (Producer) 
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to return: { "userId": 123, "name": "John" } 

• Test fails if contract breaks 

 

3. Integration Testing: 

• Docker Compose to spin up dependent services 

• Test actual integration 

docker-compose.yml: 

services: 

  user-service: 

    image: user-service:latest 

  order-service: 

    image: order-service:latest 

    depends_on: 

      - user-service 

 

4. End-to-End Testing: 

• Full flow across services 

• Use staging environment 

• Minimal E2E tests (slow) 

 

5. Service Virtualization: 

• WireMock for mocking services 

• Faster than spinning up real services 

 

Pipeline Structure: 

Stage 1: Parallel unit tests for all services 

Stage 2: Contract tests 

Stage 3: Integration tests (subset) 

Stage 4: Deploy to staging 

Stage 5: E2E smoke tests 

Stage 6: Deploy to production 

 

Best Practices: 

• Independent deployability 

• Versioned APIs 

• Backward compatibility 

• Service mesh for observability 
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10.5 Quick Fire Questions (Yes/No, Short Answer) 

Q21. What is the default port for Jenkins? 

Answer: 8080 

Q22. Can Jenkins run on Windows? 

Answer: Yes, Jenkins can run on Windows, Linux, and macOS. 

Q23. What language is Jenkinsfile written in? 

Answer: Groovy 

Q24. What is the purpose of .gitlab-ci.yml file? 

Answer: Defines CI/CD pipeline configuration for GitLab. 

Q25. What is Maven Surefire plugin used for? 

Answer: Running unit tests and generating test reports. 

Q26. What is the difference between stage and step in Jenkins? 

Answer: Stage is a logical group of steps. Steps are individual tasks within a stage. 

Q27. How do you trigger a Jenkins job on Git commit? 

Answer: Use webhook or Poll SCM trigger. 

Q28. What is artifact in Jenkins context? 

Answer: Files generated by build (JAR, WAR, reports) that can be archived or passed between stages. 

Q29. What is Blue Ocean in Jenkins? 

Answer: Modern UI for Jenkins pipelines with visual pipeline editor. 

Q30. Can you run Jenkins pipeline without Jenkinsfile? 

Answer: Yes, using Freestyle projects or defining pipeline in Jenkins UI (not recommended). 

 

End of Enhanced CI/CD Guide 

 

You now have: 

   Complete parallel execution guide with examples 

   30+ interview questions with detailed answers 

   Real-world scenarios and solutions 

   Best practices and troubleshooting 

 

This guide covers everything from beginner to expert level. Practice the concepts, build pipelines, and you'll 

be ready for any CI/CD interview!         


